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Dear Sir or Madam,

On Monday, 16 December, Amnesty International published a report detailing the

widespread illegal use of spyware against activists, journalists and members of

civil society by the police and the Security Information Agency (BIA) in Serbia. The

confirmed cases of Nikola Ristić from the group “SviĆe”, activist from the initiative

“Marš  sa  Drine”  Ivan  Bjelić,  journalist  from  Dimitrovgrad  Slaviša  Milanov,

environmental  activist  Ivan  Milosavljević  Buki,  and  an  activist  from  the

organisation “Krokodil” were singled out.

Amnesty’s Security Lab analysed the devices of Serbian citizens directly affected

by the use of intrusive technologies and reliably determined that law enforcement

authorities  and  BIA  routinely  use  a  new  type  of  spyware  that  Amnesty

International calls NoviSpy, along with the abuse of a highly sophisticated tool for

data extraction from the Israeli company Cellebrite.

https://www.amnesty.org/en/documents/eur70/8814/2024/en/


The  modus  operandi  is  particularly  worrying.  Members  of  civil  society  were

infected with spyware during informational interviews with police or BIA officers,

allegedly to protect them. When their devices were confiscated or out of their

reach,  the  police  and  BIA  used  Cellebrite  to  forcibly  unlock  the  device  and

download data from it,  and install  the NoviSpy spyware in the device through

direct access. According to Amnesty’s findings, NoviSpy can take screenshots and

send them from the  phone to  the  BIA  server,  but  also  obtain  permissions  to

access the location, microphone and camera.

Serbia has previously been linked with multiple spyware tools, such as Pegasus,

Predator  and  FinFisher.,  all  of  them  incompatible  with  Serbian  legislation. In

Serbia, the possession, distribution and use of spyware, as a type of computer

virus, is a criminal offence1. Any unauthorised access to protected devices and

data is also criminalised2. Although certain laws3 allow the application of special

evidentiary actions,  including  special  measures  of  surveillance  and  data

processing  in  exceptional  cases,  the  use  of  spyware,  with  its  intrusive  and

indiscriminate nature, exceeds the limits of the legal principles of necessity and

proportionality, and the rights to the protection of personal data and to privacy,

and is therefore illegal. 

The use of spyware is happening in parallel with the deterioration of the human

rights  situation  and  rule  of  law  in  Serbia.  In  the  past  several  years,  citizens

expressed  their  dissatisfaction  in  numerous  protests  against  the  government,

which caused increased repression against activists, journalists, members of civil

society and the opposition. As one of the most common tactics of intimidation are

arrests  and  detentions,  we  are  extremely  worried  that  the  use  of  intrusion

software  becomes  increasingly  widespread  in  Serbia  and  exacerbates  human

rights violations.

1 Pursuant to article 300 of the Criminal Code of the Republic of Serbia, “Creating and introducing of computer virus”.
2 Pursuant to article 302 of the Criminal Code of the Republic of Serbia, “Unauthorised Access to Computer, Computer 

Network or Electronic Data Processing”.
3 Pursuant to the Criminal Procedure Code of the Republic of Serbia, the Law on Police, Law on Security Information 

Agency and Law on Military Security Agency and Military Intelligence Agency. 

https://humanrightshouse.org/opinion/serbias-shrinking-civic-space-needs-international-attention/
https://citizenlab.ca/2023/11/serbia-civil-society-spyware/


We therefore call upon the European Union institutions to:  

• Urge the Serbian Government to adhere to its own legal framework and

immediately  cease  the  illegal  use  of  NoviSpy  and  other  spyware,  which

disproportionately interferes with fundamental rights, and for which there

are no adequate safeguards to prevent and redress harms to human rights. 

• Urge  the  Serbian  Authorities  to  halt  the  crackdown  on  civil  rights  and

liberties,  including  arrests  and  intimidation  of  journalists,  activists  and

protestors. 

• Urge the Special prosecutor’s office for High Tech crimes to investigate the

circumstances under which spyware was used against activists in Serbia,

and to make sure that remedies are available and accessible for victims,

including guarantees of and protection against repetition,          

• Urge Serbian independent institutions (Ombudsman and Commissioner for

Information  of  Public  Importance  and  Personal  Data  Protection)  to

investigate  the  circumstances  under  which  spyware  was  used  against

activists in Serbia.

We thank you for your consideration and remain at your disposal should you have 

further question regarding the situation.

Sincerely,
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